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Data leakage incidents
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Security challenges

Multiple Layered Security Control

Intruslon Prevention
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= Perimeter-based security solutions: Intruder Prevention, Firewall &
VPN, Web & Email Filtering, Antivirus , Anti-spam.
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Security challenges

Comprehensive External Security Control
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CONTROL & UPDATE
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" ADVANCED
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=Expensive and difficult to implement and manage these layered
defenses. Still, It cannot protect internal documents.
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Security surveys

= Insider Threats Outrank External Attacks
— B559% (Insiders) VS 45% (Outsiders)

= Insider breach should be

Malicious higher than 55%
(insiders)

External Attacks
(outsiders) = Because it is not easy to

discover insider copies
information to external
devices

Data From “IBM 2015 Cyber Security Intelligence Index” and the “IBM X-Force Threat Intelligence Quarterly - 2Q 2015.”
Source: https://securityintelligence.com/the-threat-is-coming-from-inside-the-network/
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Security surveys

More and more surveys show that Insider Threats are the top
source of security incidents

Insider Threats as the Main Security
Threat in 2017

1 IZ:: “RJEU?:J Fi VT'!‘ AND DATA PROTECTION
30% Current S
employees \\A‘s\\“.\\‘;fe‘\\\
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Half of data breaches are the fault of insiders, not
hackers, research finds

Panel urges companies to avoid euphemisms and acknowledge when they've been breached -
or risk being fined

28%

Former employees LR 2017

3'[1'...

Unknown hacker Ea LR 2017

Sources:
https://www.pwc.com/us/en/services/consulting/cybersecurity/library/information-security-survey.htmi
https://www.tripwire.com/state-of-security/security-data-protection/insider-threats-main-security-threat-2017/
https://www.computing.co.uk/ctg/news/3063537/half-of-data-breaches-are-the-fault-of-insiders-not-hackers-research-finds



e-locker

The problem

= Most systems only
have first-tier access
control (i.e. read,
write, edit, etc).

= But once users get
READ rights, they
own the document.

r

. Permissions for Curtain e-locker Presentation v1.6.ppt ﬁ

Secunty

Object name:  C:hUsershstevec, COWORKSHOPAWD eskoph T raini

Group or user names:

52 SYSTEM
2. Steph Lin [steve-del\Steph)
& Steve Cheng [stevec@office, cowark.shop. com)

fﬂ__ Adrministrators [steve-dellsadrinistrators)

| Add... | | Remove |
FPermizzions for Steph Lin il Dremy
Full control |:| Lo/
Muadify [
Head & execute [ 3
Read " =
Wwrite [ -

Learn about access control and permizsions

l Q. J| Cancel || Apply
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The problem

Once users get READ rights, they can...
P
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T
2
=

= Print

S
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= Print screen
= Save to USB disk 2

= Copy & paste

Sandisk

= Email

@z Outlook

8 %

= WhatsApp, Skype, WeChat M Gmail
= Upload to Dropbox, FTP

= Take video by cell phone

= More...
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New technologies

= 5G Network is coming. Download speeds will approach 20 Gbps. It
means you can download an HD movie in 2-3 seconds

= Administrative security policies and procedures are NOT enough
for the Trusted Community
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Traditional ways

Some companies try to prevent data leakage by:

= Control USB port
= Control Internet access
= Control usage of printer

= Control data sharing

CURTAIN
e-locker

Question: Is it the way out? Definitely, NOT!

= Expensive & difficult
= Inconvenient (No Internet, No email, No USB...)
= The most important is;: Not a complete solution!

= Smart users can copy data through a cross cable
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A complete solution

Curtain e-locker is a Data Loss
Prevention (DLP) system that
prevents sensitive information from
leaking out of the company.

e
3
Z
z

Curtain e-locker
Is a complete solution
to stop
Data Leakage!
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= CURTAIN - Security challenges
” CURTAIN - How we safeguard your information

= CURTAIN - Deployment
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A complete solution
It changes “"Uncertainty” to "Company Practice”

File Rights:

= control Save Anywhere

e
3
Z
z

= control Send

= control Print

= control Print Screen

= control Copy and Paste out

= control New Document



Architecture

Protected
Servers Zone Workstations

File
server

Curtain Protected
Curtain Protected

—Curtain e-locker

/ Save As (In Protected Z Curtain client must be installed, in order to
TR O LI AT ST access server protected directories. A local

X Save Anywhere protected directory will be created.

X Send = Server protected directories

X Print

X Watermark for Printouts = Local protected directory

X Snapshot for Printouts

X pr = It forms a Protected Zone. All
Print Screen . .

T — unauthorized actions are

opy Content to Anywnere prohibited

CURTAIN
e-locker

Dropbox

(L) ™M Gmail
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How it works?
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Permissions (e.g. save anywhere, send, print, copy) can be configured

per user/user group by administrators

Curtain e-locker

=

locx - Word

File Home Insert Design Layout References Mailings Review  View Help Q Tell

Save As (In Protected Zones)
Save Anywhere

Send

Print

Watermark for Printouts

XX XX X =

Attendance Contract Snapshot for Printouts

Print Screen

i

This contract is being put in place because [Student Name] has show
Z consistent attendance record.

Copy Content to Anywhere

4 The student agrees to focus on improving the following:
1. Attending class every day. In the case of a legitimate absence, such as an illness, the student
will bring a note from the doctor’s office or from a parent/guardian on the next day of
attendance.

2. All missed work due to absences will be remediated within two days.

Violation of the terms presented above will indicate an unexcused absence. Should the student
have more than five (5) unexcused absences during the school year, all credits in the missed
classes will be lost. This may result in the need to repeat one or more classes.

% Regular attendance is necessary in order for a student to maintain a passing grade and remain
on track for graduation. The attendance policy is clearly outlined in the student handbook, and
B any concerns about that policy should be directed to a school administrator.

_ Repeated violations of this contract may lead to expulsion of the student at the discretion of the
school administration.

By signing below, the student indicates that they accept responsibility for all consequences of
repeated unexcused absences. Should the student have any difficulty in maintaining a good
attendance record, a counselor may be provided to help determine solutions. The student is
encouraged to discuss with a counselor, parent, or school administrator, any issues causing

0= I Display Settings B =

13

Page 1of2 360 words English (United States)

I

+ 100%
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Curtain e-locker with SOLIDWORKS

.Liﬁﬁulld\f'-'mhﬁ_ﬁe Edit View Insert Tools Enterprise PDM  Window Help ﬁ‘!h-tﬁvﬂ-g-&;- 0 & sonodpr : [““"[i S
L g P I _
it M0 M?I:e cﬂ"if:: Mﬂ;t . 9%“ Assembly Reference ﬁ BE‘ : 2 Curtan e-locker
‘' Easteners COMPONEN Fea Geometr f | Exploded E:
. . . ’ - Components fues m:e : ?bﬁ: b : v Save As (In Protected Zones)
Assembly | Layout | Skeich | Evaluate | Office Producs | @ O % W@ P 6r- @ X Save Anywhere
AL = X Send
{Tv . b .
9 96food processor (Default<<De A X Prnt
= X Watermark for Prntouts
# [A] Annotations
i Planet X Snapshot for Printouts
% Flanc3 ¥  Print Screen
1. origin Copy Content to Amywhere
+ " (F) gear- caddy <1 >->7 (Def.
& Ry () middie-gaar <1 (Dafault-

& "8 shaft gear<1 > (Defaut<<D
1 "By middle-gesr plate<i> (Defa
i 5 () base plate <1 > (Defalt <
B8 (-} Food bowl <1 3-57 (Defau
1 "By () rubber fest <1 5-57 (Def:
% "8 (-} shaft gear insert <1 (De
1 "By (-) rubber fast<z -7 (Def:
% " (-) rubber Feet<35-57 (Defe
1 "By (-) rubber fest <4557 (Dafe
+ ") (-) rubber feet<Sa-57 (Defs
= @ {-) blada chaft<l> (Defauls .

i i |

< 3
7R »
(T _
") 96food processor (Default<<De A
@ Sersors
s Fanel i
iy Planez
Sy Flaned o
3 4 *lsometric

Model
SobdhWorks Premium 2010 x64 Edticon T T T >




Curtain e-locker with SOLIDWORKS EPDM

Folders

O -

.

% Cup - (Protected by Curtain e-locker)

I? “::'Sea'd'n _H;E-Fnlders.‘ x D_‘[ g|j x @ E

Address |E?| :\ProtDir ADMIN|Project-002,CADY Cup

4

=) ProtDir
= I5) ADMIN
= @) Project-002

2 I cap

® 2 cup
# I Office files
# I PoF

£
&

BOM of cup.xls
Inikiaked

cup. EASM
Lincontroled

cup. SLDASM
Pending Approval

Partl. SLDDRW

Concepk

cover, SLDP
Pending &p
cup.EDRW
Uncortrole
cup. SLOOR
Pending &p

Curtain e-locker

v Save As (In Protected Zones)
X Save Anywhere

X Send

X Print

X Watermark for Prntouts

X snapshaot for Printouts
¥ Prnt Screen
X Copy Content to Amywhere

CURTAIN
e-locker

Partl . SLDP
Pending &pprosyal

[e— — . — T —
S Preview | B2 Fiie Data Card || L® version 2/2 | B bill of Materials | U Contains | T3, Where Used

Yariable

ELD:&I state
Local revision

@Eategnw

@le&lnw
@Lnul VErSIOn

Value
Uncontralled
Mo revision

Unconkrolled
2/z
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Application-level protection

Users can access sensitive files by using the native
application (not through a third party file viewer)

= Curtain supports over 200 applications, includes MS Office,
Adobe Acrobat, AutoCAD, Photoshop, CorelDraw, and etc.

= Applications can be added to the support list upon request,
including self-developed system

= Application-level protection does not change user behavior.
Users still use native application for reading & editing
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Supported applications

We cover over 200 applications. Please refer to our website for the full list.

Office Applications

Adobe Acrobat

Adobe Reader

Microsoft Word

Microsoft Excel

Microsoft PowerPoint

Microsoft Access

Microsoft Visio

Microsoft Project

Microsoft Office Picture Manager
Microsoft Internet Explorer
Notepad, WordPad, Paint
OpenOffice, WPS

7-zip, WinRAR

PDFill, CutePDF

Windows Picture and Fax Viewer
Windows Media Player

VLC media player

Kodak imaging for Windows
Google Chrome

CAD/CAM

AutoCAD
AutoCAD LT
Altium Designer
SolidWorks
SolidWorks Simulation
SolidWorks EPDM
3ds Max

3DVIA
DraftSight
eDrawings
Gerber AccuMark
JewelCAD
MasterCAM
PADS, CAXA

PTC Creo
Rhinoceros
Unigraphics NX
ZWCAD (H%)

Graphics Design
— Adobe Illustrator

— Adobe Photoshop

— CorelDRAW

— Adobe After Effects
— Adobe Lightroom

'~‘® GOffice
Adobe @@

p,

2S SOLIDWORKS
A Autocan ®cozeL

.” CcreO Rhinoceros

q‘__:r/ﬂ.*_::{r.'. et Ii.x_fi_l.J
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Online/Offline protection

= Online/Offline controls - “"Sensitive data can be used”:
— ONLY when the PC is online

— ONLY when the PC is online within a period of time (e.g. 2 hrs)
— Even the PC is offline

= Users can download sensitive information to local
protected directory, and go out for meeting or business trip

= Information in local protected directory is still protected by
Curtain e-locker, even the PC is offline

= Users can edit files in local protected directory. When
they come back office, they can upload the latest version of
files back to servers
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Smart protection

= Protect first draft - if this feature is enabled, user must save
newly created document to protected zone. This feature
protects information at the point of creation

= Smart copy & paste control:

— Copy & paste in-between documents in protected zone is
allowed

— Copy data to protected zone is allowed

— However, copy data from protected zone to other locations
is prohibited

= Personal local protected directory
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Screen capture protection

= Smart screen-capture protection:

— Only sensitive data is dimmed

— Users still enjoy the convenience of screen-capture for
non-sensitive data

= Screen-dump software is also blocked



Secure file sharing (internal)

Encrypt sensitive file first -
the encrypted file can be copied
out of protected zone.

Send the encrypted file to
colleague

B Sensit
lﬂjwl.dl:u:
[*]01300°
(%] 023007
[*]02300°
[ ALLPE

_______

CURTAIN
e-iocker NN

56 MB  Microsoft Exce

Open

Encrypt to (Decrypt anywhere)
Encrypt to (Decrypt in Curtain only)
Zip...

Zip to PriceBook_Dec2009.xls.zip

24 KB Microsoft Won
25 KB  Microsoft Won

12 VD TICC Cil

3 Desktop

Mail Recipient

Browse...

Colleague simply double-clicks the encrypted file - the file
will be automatically decrypted to protected directory for viewing

or editing.



Secure file sharing (external)

] Sensitive L

Encrypt sensitive file with 5"
password - the encrypted file 0w @ et in Curtain only

|| 0230074

can be copied out of protected = ozown  Zp.

CURTAIN
e-iocker NN

Encrypt to (Decrypt anywhere)

& ALLPAG Zip to PriceBook Dec2009.xs.zip

Zone.

Copy/Send the encrypted file
to your business partner - the
sensitive file is encrypted in USB
drive or Email.

Create new password @

Secured e-locker
in workstation

Fleaze enter a pazzword to protect pour files.

Mew Passwar d: |

Repeat Pazswar d: |

Your business partner can decrypt the file by
entering correct password - the file will be
automatically decrypted for viewing or editing.

"B MB  Microsoft Excel
4 KB Microsoft Word

b Desktop
L Mail Recipient
Browse...

I:ihl kB 1IFF lmage

I*-;"“.' 'ﬂ'-"}

|

7
(ke sl (0
0 LSS

=
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Secure generation of PDF file

Curtain e-locker
Save As (In Protected Zones)

Save Anywhere
Send

x xX =

= Secure "Print to PDF”

Print
Watermark for Printouts

x X <

— Users can convert sensitive documents to
PDF format by using the function of print-to-

Snapshot for Printouts

<,

Print Screen

pdf X Copy Content to Anywhere
— However, the pdf file can be only &2 |
saved to protected zone. It makes (& rwerr 5] [ooe
a good balance on convenience and = T e e—
security. Users can generate pdf - -
files, but data still cannot be leaked "o o TTT 0
out of the company through this e st e s _
channel. 5] on
ot e ] Pt [irmge B
Scale o paper sze: | o Scaing B

Options... OK ] [ Cancel ]
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User-friendly interface

User-friendly Client Interface - Windows
Explorer-like interface and all columns can be
sorted

Policy droplet- Users can click the droplet
to view their rights to the document

| Sianin | 0-

Curtain e-locker

Q Share

v Save As (In Protected Zones)
X Save Anywhere

X Send

X Print

X Watermark for Printouts

X Snapshot for Printouts

v Print Screen

X Copy Content to Anywhere

Clear message -
Curtain provides clear _ : x |
& Curtain e-locker
message to users, SO that The decurmnent is under security control, You should
zave the document to the following locations:

they know what they can

C:hProtDir il
do to the controlled \\deWl\protected
d O C U m e n t Ei;ﬁ i\l“??lsf;\%e::nuar;kdﬁl-lgﬁd ers : S

ikelvin-Vista\Scanned Forms S = il

= Extrafax Cust...

<anv-Eg W ¥R e o0
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Multi-lingual support

=  Multi-lingual - Curtain supports English,
Traditional Chinese, and Simplified Chinese.

| View | Application Tool Help

* Switch between languages - 71| Toolbar 2= | 9
Users can switch between languages v Status Bar | °
themselves. There is only one e | *  English
. , . Simplified Chinese
installer for all languages. Ehplfilq o

CSianin | O-
u Curtain e-locker
= Fully localized - All prompts, e - (e
bubbles, and messages from Curtain X ®EsIEAS
. X i
are shown in selected language. c
X BithozkEn
. . X ARATEINE
M Curtain e-locker > ) v BR
FRBEESMNE R X BHMERL R

TH i kY - WEO 1311
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Easy administration

=  Auto patch update - Patches are automatically applied to clients

i._- Lurtain e-loCker AdministratonAdministrator)

File View Clients Policies Language Help

ILCAALREB ?

=2 Administrator Manager Client Name Policies Domain Status  Build Number Last Online C

-8 Client ¥ Samsungmsung Default Policy Normal 3273.26 2019-03-08 1
----- ¥ Online (1)
= Offline (0) Client Patches >

----- S Not Protected (0)
=-#% User and Group

----- L User (15) Version

----- £ Group (0) 5.0.3273.25
=¥ Administrator and Group 5.0.3273.13
----- £ Administrator (2)

& Group (2)

=& Palicies (8)

----- ¥ Default Policy (3)

----- “% Wait for assignment (0)
----- % Managers (0)

----- %% Legal team (0)

----- ‘% Allow-Print (0)

----- ‘% Account team (0)

Installed Patches

_____ 4 working A team (0) r New Patch... | Patch filter >> - - OK Cancel
..... ‘% Hr head (D) | | |

=-# Client - Protected Area
----- ® Local Protected Directory (1)
----- A Local Encrypted Drive (1)




e
Housekeeping

efault Policy

Protected Directory

L~ []Hide my computer

X
Settings System Policy Applications Local Seftings Advanced Settings
[ |DISABLE PROTECTION on protected zones (NOT Recommended)
[ |Hide local protected directory Protected Directory ProtDir
[ ] Disable delete files in network drive  [*] Additional Protected Directo I:l Add
cit w~ || Delete

Housekeeping
[ ]Clear the whole local protected directory

Startup
Weekly =un MonTustedThu Fri Sat

Cleartemp folder in local protected directory

(@ Startup
(O wWeekly SunMorTuewed Thu Fri Sat

Clearfiles in local protected directory

[]Clear recycle binfiles in local protected directory

[ ] Delete file after download 0 Days Delete file after deleted | 10 Days
[ Delete file after modified O Days
Delete if all ~ applied
Copy to Mon Protected
ONotaIIowed(Fiecommended) Allowed Extensions Copy option

() Allow all unsupported type
(@) Allow extensions
() Allow all type(MNot Recommended)

0K Cancel Apply

CURTAIN
e-locker

Admin can define different rules to clean up files in users’ local
protected directories, such as daily, weekly, N days, and etc
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Central audit log

CURTAIN
e-locker

Central audit log is available in Policy server. It logs activities

to sensitive files

Audit Trail

==

Searching Criteria

1|

1)

3

w4 o8 B =
To: 10/ 9/2008 [~ Workstations: [ ] [ Clear ]
Keywords: Events: E]

Search
Files: [7] success entries only

Results

DateTime |ser Worksta... Ewvent Result  Description =
@2!]08—09-10 14:26:22 kelvinc  kelvin-Vista Launch Success  Launch file [Z:\5ales & Marketing Dept\Proposal él—l
@2[][]8—09—08 14:23:32 kelvinc kelvin-Vista Copy Out Success  Copy file [2:'5ales & Marketing Dept\PowerPoint
@2!]08—09—08 14:23:24 kelvinc  kelvin-Vista Copy Qut Success  Copy file [2:'5ales & Marketing Dept\PowerPoint
@2008—09—08 14:17:59 kelvinc kelvin-Vista Copy Out Success  Copy file [2:'5ales & Marketing Dept\PowerPoint
@2[][]8—09—08 14:17:30 kelvinc  kelvin-Vista Local Rename  Success Rename file [2:\Sales & Marketing Dept'\Brochure
@2[][]8—09—08 14:17:20 kelvinc  kelvin-Vista Local Rename  Success Rename file [2:\Sales & Marketing Dept'\Brochure
@2[][]8—09—08 14:17:12 kelvinc  kelvin-Vista Local Rename  Success Rename file [2:\Sales & Marketing DeptBrochure
@2!308—09—08 14:156:39 kelvinc  kelvin-Vista Local Copy Success  Copy file [Ci\Userstkelvinc\Desktop\Intergrated._
@mDB—DQ—DB 14:156:39 kelvinc  kelvin-Vista Local Copy Success  Copy file [Ci\Usersikelvinc\Desktop\Integrated E
@EDB—DQ—DB 11:50:01 kelvinc kelvin-Vista Copy Out Success  Copy file [2:\R&D Dept\DocumentsManualMicro -

Found 345 record(s)

| prnt.. | | Export.. |




Print log

Allow some users to print
protected documents out.
e-locker will log below
information.

- Date / Time

- User / Workstation

- Result (Allow, Deny, etc)
- Application

* Printer

- Filename / Title

- No. of Pages

- Snapshot of printouts

CURTAIN
e-locker

Print

—Basic
Date

Time
User
Workstation
Event

Result

2011-04-13

18:14:29

!Ad ministrator

i_Shaubin

I
\Print

Allow

— Additional
Application:

File:

Ma. of Pages:

Printer:

C:\Windows\System32\Motepad.exe

!xml_’r_xt - Notepad - (Protected by Curtain e-locker)

42

'ShaabinP

— Snapshot
Page 1
Page 2
Fage 3
Fage 4
Page 5
Page &

mE |
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Watermark

=  Allow some users to print
protected documents out with

self-defined watermark

Date / Time

User / Workstation
Printer name

Page number
Self-defined sentence

= Adjustable

Margins

Font colour
Font size
Transparency

-IWEI:- Cirder and Invoice (W) Registration Procedurs
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1 Fiimmse go to e Sdiowing Supoly Portal USL
I DD e sy e

Gk "Resiime e Regs e

Z Foiicw e Rsiocions in weosge and Comget e it afon process.
]
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Send request

If an unauthorized user needs to
copy a protected document out,
the user can submit a Request
for approval.

- Select protected document(s) and right-
click to select "Send Request”

- After complete the form (e.g. Request
reason), the request will be sent to
approver

- Approver can approve or reject the
request

— The whole approval process will be
logged in Audit Trail

| |sqmd ata Open

|| sgmdata

|| sgmnooj Encrypt to (Decrypt in Client only)
|| sgmnooj Zip...

O . e, Zip to release.bat.zi
691 TIRD43-WA : g
L Visio-Big Cut

""'|1 = =
B WinServi Copy

£ xmbhtm

& [ xmlhtml Send Request k
Ef xml.bd

Rename
| xmlcbd
JR Delete

Send Request

Request Files

C:\ProtDir\ KELVIN\Part-01567875-designBOM.xlsx

Requester *

Steve Cheng

Email of Requester *

stevec@coworkshop.com

Request Reason

need to send design to factory

Select Approver *

Approver Name  Email Position Remarks
Kelvin Cheung  kelvinc@c... IT Director

davidl@c... Head of Production

[ ] Auto-sending Send Request email through SMTP




Copy-out with declaration .12/

CURTAIN
e-iocker NN

AR AN
Open MB
Admin can allow authorized users to e e
copy protected document out after e et EE
filling up declaration form. The log = =
can be sent to team heads Cory e Dommeni et ’

periodically. No Approval is needed

- Select protected document(s) and right-
click to copy file out

- After complete the form and click OK,
the file will be copied out from
protected zone

- Admin can enable Auto-Send function,
to deliver the log to different dept/team
heads periodically

— The form is self defined

Send Reauest

JPG File
JPG File
JPG File
JPG File
JPG File
JPG File
JPG File

N T

Desktop
Mail Recipient
Choose Directory ...

File Copy Qut Reason

Please fill in the reason of file copy out{Must)

for Security Bureau review

10~200 english characters or 5~100 chinese characters
Send To(Must)

Other External Organizations w
Data Type(Must,Select at least one item)
Customer Personal Data Customer Data Number: 1 to 50
[] Customer Financial Data Customer Data Number: 1 to 50
|:| Our Bank Financial Data
[ ] other Sensitive Data
|:| Non Sensitive Data

Other Remarks

(Small) o

(Small)

10-~-200 english characters or 5~100 chinese characters

Cancel
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USB token login »‘i’{‘l

-

Select Authentication Method

= By default there is no password Secuakelser
needed for Curtaln Cllent Please select the authentication method.

® Custom Password

(" USB Token

= Admin can enable Client Password,
to enforce users to login Curtain
Client by password / USB token

Cancel

Create new password EI

: ; ’ Secured e-locker
in workstation

= After enable this, users will be

requested to set password OR hesE Y SHw bu e

insert USB token with digital New Passivord:

certificate next time when launching e
Curtain Client (case sensitive and space is not

allowed).

Ok Cancel
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Curtain Admin delegation Jgjl

Super-admin can create
administrator accounts and

assign them to different admin

groups

Delegate administrative
permissions to different
admin groups (e.g. allow an
admin group to maintain a
specific policy group)

Operations in Curtain Admin
will be logged for audit
purpose

EI"'J' Administrator and Group
----- £ Administrator (3)
=t & Group (3)

- Administrator Group (3)

& PolicyAdmin (0)
..& LogAdmin (0)

Module Permission
- Global settings .
=-Policies [ view
- Default Policy :
- Wait for assignment Mndlfy
- Managers
- Allow-Print
- Accountteam
- Client
~User and Group Module description
- Client- Protected Area Policy Management. includes:
. Administrator Audit Trail ke aag
- Client Audit Trail - Rename and delete a policy
- Administrator and Group




Control policies =)

Control policies can be assigned
per Workstation OR User

Support both Domain and
Workgroup environment

User/user group information can

be imported from Active Directory

through LDAP

CURTAIN
e-locker

Settings

Fort Exception Share Exception

Watermarks LDAP

Assignment of Security Policy

() Assigned by Computer

@Assigned by User

Local Encrypted Drive File Operation Audit Database

Settings Server Information Metwork Drives Protection
Assignment of Security Policy

Password Management
Send Re
Port an

LDAF
Enable LDAP
LDAP Server Address dc.test.com
LDAP Server Port 389
SsL ]
Use Secure LDAP Connection

LDAP Username administrator

LDAP Password (TITTTITYY]

LDAF Search Base de=test, de=com

LDAP Information Caching 1

Minutes

Test connection
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Specific approver & printer - |3/

“‘AM"P?
Approvers for Send Request: o
- Admln Can aSSIgn dlfferent Settings System Policy Applications Local Seftings Advanced Settings
approvers to different policy Approvers
i - Approver Name  Email Windows Username Position
grouPS for apprOVIng Copy OUt Kelvin Cheung kelvinc@... Kelvin-Samsung\kelvin IT Director
request. It makes sure that users David Lam davidl@c... Coworkshop\Davidlam Head of Production
can only submit request to right
approver
Allowed printers: :
= Admin can specify allowed o
printers for different policy groups. [/]Enable local printer
T o1 Printer Name Remarks
It makes Sure that senSItlve EPSOM AL-M1200 Advanced Located in 12/F comridor
documents can be only printed

out in a right place
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A complete solution

Office:
= Users can work with sensitive information within protected zone

= Users cannot copy files out by all means
= Information is SECURED

USB disk (e.g. backup files):
= Files are encrypted in USB disk
= If USB disk is lost, information is still SECURED

Share sensitive files with colleagues:
= Users can encrypt and send sensitive files to colleagues

= Recipients can decrypt the files to their own protected areas for
further file operation
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Agenda

= CURTAIN - Security challenges

= CURTAIN - How we safeguard your information

” CURTAIN - Deployment
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Basic components

= Curtain e-locker Client e
Install in users’ workstations. Users
access protected files by using this client
program

= Curtain e-locker Policy Server £
Install in server-side. Admin can define
policies and view log centrally

= Curtain e-locker Server Plug-in
Install on server(s) you want to protect.
For example, if you want to protect shared
folders in 5 File servers, you need to
install the plug-in in the 5 servers.




Basic architecture

Workstations with
Curtain client can

For example:
daccess server
protected

Curtain client

directories.
N
\ il — i>

Curtain client

8
{

Curtain client

8
{

Workstation without Curtain client
can ONLY access non-protected server resources

s

CURTAIN
e-locker

Curtain server plug-in

5 x File servers

. Curtain policy server
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System requirements

Curtain e-locker Client ¥
= Intel Pentium or above processor

= WinXP/Vista/Win7/Win8/Win10/
Server 2003/2008/2012/2016/2019
(both 32/64-bit)
= 128MB RAM (Recommended 256MB RAM)
= 200MB Hard Disk (in NTFS)
= TCP/IP network

=
Curtain e-locker Policy Server [ -
=Intel Pentium or above processor

= WinXP/Vista/Win7/Win8/Win10/
Server 2003/2008/2012/2016/2019
(both 32/64-bit)
= 128MB RAM (Recommended 256MB RAM)
= 200MB Hard Disk (in NTFS)
= TCP/IP network
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Pricing model

= Select licensing scheme (Perpetual or Subscription)
= Select Curtain Office Suite license or Universal license
= Select Curtain module for Backend system

License:
For example:

100 x Curtain office

T —— suite license
5 x File servers ) ey |
policy server | _ _
! = 20 x Curtain universal

license (cover all
support applications)

= Curtain Protector for

- - e : Windows file server
20 X gﬂ 100 xgﬂ Workstations (only 1 license needed)

Protect: Protect: :

- Office documents - Office documents . = First year software

& ﬁﬁtfcmm maintenance &
otoshop upgrade is included

- CorelDraw
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Secure information EVERYWHERE

- L] D e e B 4 R R T B L PO = LR RO I Y e L

Curtain in Konica Minolta

DocNet (web based system) =  Software

~ p— . Development Kit
= [ ENONC o< i e (SDK) is available

Curtain in
SolidWorks PDMWorks = Curtain e-locker can
be used to secure
e B BT third parties solutions
' — CURTAIN or your self-

developed system

Curtain in Microsoft
SharePoint

e




Secure Self-developed Systems

CURTAIN
e-locker

Curtain e-locker can be easily integrated with your own systems to secure
the information, no matter it is web-based or legacy rich-client system

e

it Curtain e-locker FAQ X -+

FAQ o &>

B ags by category

Installation Guide

C @ Notsecure | fag.coworkshop.com/coworkstiep
=

\@\E\

B

YL

/Faghsf/(wCategory)?Open\agin

*prcvious " Next ®Expand ™ Collapse 8 search

FAQ « Question
19 b Advanced Settings
#,#'Backend Systems
1 b Comparison
36 P Curtain Admin
%6 b Curtain Client
13 b Curtain'Server Plug-in
15 b Data Leakage
24"} Data Recovery
4 b Definitions
6 b Encryption
4 b Feature - Audit Trail
5 P Feature- Basic
1 b peature - Copy and Paste
7 Feature - Copy Out
1 b Feature - Encrypt Out
3 b Feature - Housekeeping
2
1
2

—
I

b Feature - Qnline Offline Protection
b Featire - Others
b.Feature - Personal Local PD

S v C2000 ~ Curtain eocker
Marne T, ]
Conlact Person  AR———— b | v Save As (In Protected Zones) !
Custormer Ref, Mo,
Local Currency - X Save Amywhere
X Send
} X Print
Contents Logistics ! )
X Watermark for Printouts ]
RomySurvics Type  Sams 3 Snapshot for Printouts T
# Dem Ho. Ttem Dascription Quantity [D] ) 1
1 0 AGI001  1BM Infoprint 1312 |: ¥ Prnt Sareen g -
X Copy Content to Anywhere
2. Copy File to Anywhere
S MRz Employas Jin Boswick Total Before Discount 250000 §
Owarier Discount %
Freight =
Founding
Tax 150,00 §
Total Z550.00 §
Remarks
[ K ] ] Canveel Copy Fron Copy Ta
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Security challenges of CCTV footage

= CCTV Surveillance System is widely adopted

= More people concern about how CCTV footages are kept,
stored and secured

COMI‘-'IUNITY & EDUCATION HONG KONG LAW & CRIME

NATIONAL

Ao Y o ccw toatace fr Privacy Commissioner: Education

SR on ym.t“he |“,B University violated regulations in
Vi & 1- s o leakmg CCTV images during poster

CO ntrove rsy

T g 20 Sept 16:00 - Karen Cheung - 3 minr

“t v’
¥ The Privacy Commissioner for Personal Data has said that the Education University violated

privacy regulations when it leaked CCTV screenshots earlier this month. The images appeared to

d show the individuals who posted slogans on campus “congratulating” education deputy Choi
Yuk-lin over the death of her son.

This video grab shows the situation at the a
Shuvam Dhungana

© Published at : Jannary 13,2020 © Updated il

Two days after a singer posted a<

After the messages appeared, EQUHK President Stephen Cheung said that the school was using

“misbehaviour”, CCTV footage o security camera imagery to identify the responsible parties. A few hours after his statement, a

. I's no secret that Thai prisons are ? D :
and then was swiftly shared on § P CCTV screenshot leaked online of two men sticking up pieces of paper on the student
asking singer Astha Raut to takg 10T, UNsanitary. Even the notoriou

union’s Democracy Wall. The university later said it strongly regretted the leak and would notify
singer follows the order butlook  €arned the name ‘Bangkok Hilton'
EI——— e — the Privacy Commissioner for Personal Data of the incident.
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Security challenges of CCTV footage

e I1 Remote Access
Internet

( ) ./_\_)l/l'\’emoteAccess PC ) OUtDUt VIdEO file

= Take video by cell
phone when playing
CCTV on screen

------I

2. LAN Access

=  Qutput video file

I

I

I = Take video by cell

: phone when playing
I

J

IPCam
LAN Access

CCTV on screen

, '\} .
. Hub/Switch

pcam S0 { '
— I use< .
| .

| NVR/DVR Monitor

\-----------_

IPCam

PC

Ry

3. NVR at Security Room
= Qutput to USB

= Take video by cell phone when
playing CCTV on screen

\--‘



Ways of CCTV leak

| £
“) With Curtain e-locker:

Snapshot

= Controlled by user’s
policy

= On-screen watermark
with login user info

REC

CURTAIN

Take Video by
Cell Phone

With Curtain e-locker:

= On-screen watermark
with login user info

= Prevent users to
share CCTV video
with public

@ Export

@ With Curtain e-locker:

= Controlled by user’s
policy

= Can save/export, but
ONLY in Protected Zone

(=)

—

O
)

Distribute

0 With Curtain e-locker:

. = Controlled by user’s
policy

= Can share CCTV video
in the company ONLY
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e-locker
SC ree n -wa te r m a r k Administrators can enable or disable Screen-watermark for CCTV footage players in

this dialog box.

CCTV Footage Players >

= Enforce to show screen-watermark varsen o

Available Versons
N | | (JSecxdente

for some specific applications (e.g. S
CCTV players) =

[+] Block Print Sereen
[ Block Copy content to anywhere
B!odt Transfar (Emad, intarnet, atc)

= Self-defined content of semt] (Lo
screen-watermark — o
. e I [+] Show Screen-watesrmark
- Date / Time e et process | opicaton gt
- User / Workstation | i

- IP address

Once Screen-watermark is enabled, users under this policy group will see screen-
watermark when playing protected CCTV footage files.

=]

= Adjustable

- Font color / size / style

Spacing

Transparency

Refresh interval

Display mode (tile or center)




e —— ”EHEEQL"# E—
Some of our customers

K DANT [® \hd a9 4 TsL|#mm

O BREBRIES

GUOTAI JUNAN SECURITIES

;\ Tahoe @ Fit L alead ho g

ﬁ * A BANK OF CHINA GROUP INSURANCE COMPANY LIMITED
‘_'f = ————

B OB ot B it 2 R B BE B B T # i S5 M
Government Laboratory ESTATE AGENTS AUTHORITY LEE KEE GROUP

éﬁ%ﬁ Fujikon a

SUNLIGHT reiT

X EeEns
TEREAROCEARNY

i) UJ D C.




CURTAIN
e-locker

Some of our customers

a &

FASA

%&) ESQUEL GROUP

5 3 B R

@ erseg h ﬁ 'i'é' 4% ‘fi— FD(%KNETIC

BANK OF COMMUNICATIONS

®
THE HONG KONG
HKF 55 ro@pomrons

=122 il EEaRuRAE
M i lt n §H OFFICE OF THE OMBUDSMAN, HONG KONG

MODERN UG
Dental Laboratory EEEE SR E
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Some of our customers

)

w

1 Vanden Global

L] cunerin
GC s

CHENG & CHEUNG

/ ’41’(0
-‘.-

‘e
U

SUN HING VISION GROUP HOLDINGS [ LIMITED

Centre for
ASIA PRIVATE EOQUITY

I [ ESEARCH LTD

&
- & ¢
S~ *66 =KL
CLZARPACK — == C YIPSCHEMICA
e MF::M a R company

o

"... | love my Curtain e-locker software. And | am very
impressed with how this company cares for my companies
concerns. | would recommend this product to my friends. *

S)

Mr. Jim Steen
Owner of Move bumpers, USA
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Awards “IT Excellence Award”

7th IT Excellence Awards (e

(Product Category)

J "J"EXCELLENCE
¥ 8 AWARDS

T H IT Excellence Awards  IT Excellence Awards{SMEs)

IT Excellence Awards (Post Secondary)

D ; Curtain™ e-locker - File Right
o Management System — :
Submitted by Coworkshop Solntions Lid E /gif

Curtain™ e-locker iz a File Rights Management
zystem that prevents sensitive files from
leaking out of an organization. Curtain™
e-locker allowes uzers to access and edit such

files by using native softweare such as MS . ASia FinaIiSt in the BeSt Secu rity
Wiard, M= Excel, AutoCAD and Solichorks but <« & = Of the GSC 2010

prevents printing, saving as, or sending the
files to external sources such as floppies, USB

disk, CO-RFWY or Internet mail. GLOBAL SECURITY
CHALLENGE

L LA

\\.I’ Rising Star \';, {/ Great User \'p’
V¥ — ‘\\5 Experience :5
2017 Award #7 R 2017 Award

Awarded by FinancesOnline Awarded by FinancesOnline

Judges’ Comments

"An imteresting software zoldion, allowing files to be uploaded only
back tothe zerver or document management system they were
dovvnloaded from."
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Partners

Over 100 resellers and partners around the world

Microsoft = Seminars and

2, WA
T REIGE KAL)

Exhibitions

This certifies that
" Coworkshep Solutions

| dxgriuss

S

has successfully qu:

as a partner of

s
IER e
e

LT ON EXPRESE ADVANTAGE CERTI

CERTIFIED
Solution
Partner

)
2S SOLIDWORKS

= SOLIDWORKS
Solution Partner
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About Coworkshop

= Coworkshop was established
in 2001.

= Office in Hong Kong and
ShenZhen

= Awarded in 2001 by Hong
Kong Science and Technology
Parks (HKSTP) to be a
member of the Incu-Tech
Program.

= Supported by the Hong Kong
Government - Innovation and
Technology Fund in the years
of 2003 and 2004.
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Conclusion

Sensitive information can be leaked
out of the company without your
knowledge. When you know the
leakage, it is already too late.

qlﬂ'ﬁ Let Curtain e-locker
g\ﬁh protect your valuable

information!!!
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Thank You

www.coworkshop.com



